UBND TINH DPAK LAK  CONG HOA XA HQI CHU NGHIA VIET NAM
VAN PHONG Poc lap — Tw do — Hanh phc

S6: 12 /VPUBND-HCTC Pk Ldk, ngay 03 thang 01 ndm 2025
Vv canh giac trudc thu doan
cat ghép “anh néong”

Kinh gui: Truéng cac phong, don vi thudc Van phong

Vin phong UBND tinh nhan Céng vin sé 3631/CAT-PAO5 ngay
23/12/2024 cua Cong an tinh vé canh gidc truge thu doan cit ghép “anh nong”.
Dé phong tranh cac tha doan caa cac dbi twong xau loi dung cong nghé Deepfake1
cat ghép hinh anh, video cua ca nhan vao hinh anh nhay cam, doi truy; sau dé téng
tién, néu khong s& phét tan hinh anh, video gay anh hudéng dén uy tin, danh du.
Lanh dao Vin phong UBND tinh yéu cau Trudng cac phong, don vi thuc hién cac
ndi dung sau:

1. Ludn dé cao, canh giac véi tin nhan, khdng két ban tir nguoi la trén khdng
gian mang. Tai khoan mang xa hoi phai sir dung mat khau manh, xac thuc hai yéu
t6 dé bao vé; chi cai dat phan mém tir cac nguén chinh thdng (di voi dién thoai
Android la trng dung CH Play, dbi vé6i dién thoai Iphone 1a ¢tng dung AppSrore)
khong cai dat cac phan mém do ngu’ol guen tren mang guri theo cac duong dan
(link). Khéng cung cap thdng tin ca nhan nhu sé dién thoai, dia chi, don vi cdng
tac, s6 CCCD trén cac trang mang x& hoi cong khai khac.

2. Trong trudng hop bi cit ghép “anh néng”, d& nghi can binh tinh, khong
tin theo, khéng chuyén tién cho ddi twong xau; chu dong lién hé voi co quan Cong
an noi gan nhat hoac Phong An ninh mang va phong chong toi pham st dung cong
nghé cao — Cong an tinh Pak Lak qua so6 dién thoai 0694.387.389 dé dugc hd tro,
giai quyét.

3. Tang cudng cdng tac tuyén truyén dén nguoi than, gia dinh dé cao tinh
than canh giac voi nhitng d6i twong xau lgi dung cong nghé Deepfake cat ghép
hinh anh, video caa ca nhan dé tong tién, gay anh huong dén uy tin, danh dur./.

Noi nhgn: KT. CHANH VAN PHONG
- Nhu trén;

- CVP, cac Phé CVP (chi dao);
- Luu: VT, HCTC (B.02b).

Hoang Trong Hung

! Deepfake la cong nghé tng dung tri tu¢ nhan tao (Al) tao ra cac san pham c6ng nghé am thanh, hinh anh, video
lam gia ddi twong ngoai doi thuc véi do chinh xéac rat cao. Dy trén tép tin hinh anh khuén mit, giong néi cia mot
nguoi ngoai doi thuc, Deepfake s& str dung thuét toan dé tai tao lai khudn mat va giong n6i phi hop voi nét mit,
biéu cam ciia mot ngudi khac; sau d6 tao ra video gia mao hoan toan dbi tugng ngoai doi thyc.
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